AIR FORCE TELEWORK CAPABILITIES

Connect to the AFNet Virtual Private Network (VPN) only if you need to access CHES Office
365, Skype for Business, or Global Video Services. For those in the Air Reserve Component,
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CHES 0365
(Excludes NCR/ANG)

o Features:

Includes SharePoint, OneDrive, Exchange
/Email, Teams.

* How to Access:
https://cs2.eis.af.mil/sites/10007/internal/AF
NICProj- ects/cp/SitePages/Home.aspx
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Skype for Business el

® Features:

Secure video conferencing tool for
hosting meetings, includes instant
messaging capabilities.

® How to Access:
https://cs2.eis.af.mil/sites/10007/internal/A
FNICProjects/cp/SitePages/Home.aspx
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Global Video Services VPN
(GVS)

o Features:

Provides a full suite of on-demand, high
quality, VTC capabilities for users to
interact face to face within the US.

e How to Access:

https://globalvideoservices.csd.disa.mil/gv
s-web/
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ChatSurfer

e Features:

Secure chat platform with integration of DCS
Chat and Intelink Messenger chatrooms.

® How to Access:

https://chatsurfer.nro.mil/
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DEE Webmail (NCR only)

® Features:

Provides secure cloud-based email to
the DoD enterprise designed to
increase operational efficiency and
facilitate collaboration across organiza-
tional boundaries.

How to Access:

https://web.mail.mil/
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milSuite

Features:

Collaboration space with the ability to
post information for the enterprise,
upload trainings or other video, or
collect feedback through surveys.
How to Access:
https://www.milsuite.mil/
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RocketChat

Features:

Collaboration platform that allows teams
to communicate - chatting in real time
and sharing files.

How to Access:
https://rocketchat.gs.mil/
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Outlook Web Access + (OWA+)

e Features:

Secure web-based version of Outlook
email, includes SharePoint and OneDirive.

o How to Access:

External to AFNet (At home)
https://owa.us.af.mil/InternaltoAFNet-http
s://webmail.apps.mil/
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Defense Collaboration
Services (DCS)

Features:

Conference and chat capabilities.
How to Access:
https://conference.apps.mil/
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Secure Access File Exchange
(SAFE)

Features:

Exchange unclassified files up to 8.0 GB
that can’t be sent through email.

How to Access:

https://safe.apps.mil/
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milDrive

Features:

Short-term secure cloud solution that
provides continuous and reliable access
to your files anytime, anywhere.

How to Access:
https://disa.deps.mil/service/milDrive/Site
Pages/Home.aspx
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Government Phones
and Tablets &

Features:

Can be used to check email, join, confer-
ence calls, and has limited file sharing
and group workspace capabilities.

How to Access:

Contact your local Communications Squadron

G600

Can utilize virtual CAC

DoD Commercial Virtual
Remote (CVR) - MS Teams
Environment

Features:

Provides collaboration through video,
voice, and text communication.

How to Access:
https://www.cloud.mil/CVR

BODOD

MatterMost

Features:

Workplace messaging from web browser
or mobile device.

How to Access:
https://chat.collab.cdl.af.mil/

DO

Wickr RAM

Features:

Mobile messaging app that allows users
to set expiration times on messages,
share files and host conference calls.
How to Access:
https://install.sofapps.net/

BODOD

Teleconference Bridge

Features:

Classic conferencing capabilities,
does not include video capability.
How to Access:

Contact your local
Communications Squadron

Commercial Tools (Approved for IL4 -

FOUO info allowed EXCEPT FOR info

related to Mission Critical Systems or
National Security Systems)

IMPACT LEVEL 4 (IL4)

WebEx 6

Features:

Create and join face to face video/au-
dio meetings from a web browser or a
mobile device.

How to Access:
https://www.cico.com/c/en/us/solutions/
industries/government/federal-governm
ent-solutions/fedramp.htmi
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Pending Air Force security review

Zoom Gov ©

o Features:

A more secure version of Zoom US,
allows users to host video conferenc-
ing for hundreds of users from a web
browser or their mobile device.

How to Access:
https://zoomgov.com/
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Pending Air Force security review

All Partner Access Network
(APAN)

® Features:
Web-based file sharing site.
® How to Access:
https://www.apan.org/

DO

* Must be configured per security guidelines

Commercial Tools (Allows some CUI and
PIl, and information not intended for public

release - FEdRAMP Moderate)

FedRAMP MODERATE

Commercial Tools (Only Use for
Fully Unclassified - Publicly
Releasable Information)

OPEN (NON-SECURE)

Airmen should utilize IL4/5 systems as their primary means for collaboration. If needed, Airmen may use IL2 tools as long as they meet the security requirements. Public facing tools may

ONLLY be used for unclassified, public discussions, ceremonies, or broadcasts.




